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JCA e JCE

! !"#"$%&'()*+&"(,'$-&.,/)0.)1&0$2!%-3

! !"#$%&'&(&)*&$+,-.&/$
,))(4556"#"78197.*:56"#"805;5<*.85)0.,9*)085+1/<08580.1&/)'5.&'()*5%&'()*=(0.7,):>

! 01$21(3&$.-$!45$6

! 7,228(31$',)9-8)-$:1;:<$'-(=1$.->-31?&<$(1).8=$),=@&($>&)&(138(

! !"#"$%&'()*+&"(,'$?@)098/*9$2!%?3

! A;3&).&$!"#$*8)$-$*-'(1(-
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JCA principles

! -=2?&=&)313-8)$-).&2&).&)*&
! ;&*,(-3B$;&(C-*&;$1(&$1**&;;-@?&$3:(8,>:$1$;31).1(.$-)3&('1*&$-=2?&=&)3&.$@B$

!"#$%&'"(

! -=2?&=&)313-8)$-)3&(82&(1@-?-3B
! 1)$122?-*13-8)$-;$)83$@8,).$38$1$;2&*-'-*$2(8C-.&(<$1).$1$2(8C-.&($-;$)83$@8,).$38$1$

;2&*-'-*$122?-*13-8)D

! 1?>8(-3:=$&E3&);-@-?-3B
! F:&$!1C1$2?13'8(=$;,228(3;$3:&$-);31??13-8)$8'$*,;38=$2(8C-.&(;$3:13$-=2?&=&)3$

;,*:$;&(C-*&;
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Principali classi di JCA

! A088"+0B/+08)

! =/+9")1&0

! C0'D"/&E090&")/*9

! C0'F".)*&'

! %0&)/G/.")0F".)*&'

! C0'=)*&0

! ->+*&/),:D"&":0)0&8

! ->+*&/),:D"&":0)0&E090&")*&

! =0.1&0H"9<*:
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Architettura JCA

! F".)*&'$("))0&9

! "#$%&%'(#)*&+%&,#-$.((%.)/#-)0.)(-#.1%2&#)3%)*&)244#,,2)5.)0.'(%.)(6#)0#)
;8338*?1;;-$.&*-.1)8$G,1?&$*?1;;&$-;31)9-1(&

! 7&+%',.&1.)'%)2,,%#&#)(2&)+0)I98)"9.023

! =)&")0+'$("))0&9

! #;3(1&$,)1$'1=->?-1$.-$1?>8(-3=-<$?-$-)*12;,?1$&$?-$(&).&$-)3&(;*1=@-1@-?-<$

/#-5#,,#&32).00+*,#&,#)3%)'(.58%.-#)40%).042-%,5%)/-29#&%#&,%)3.)
2(8C-.&($.-C&(;-
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Architettura JCA

CSP2SHA1CSP2MD5CSP1MD5

)*+%*'
H,-(.",/.I

0'"$%/'12"#$%&'"13*.'"4,/'
H,-(.",/.I

2"#$%&'"(

MessageDigestSPI

MessageDigest
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Provider

! J9$(&*#/<0&$K$19$/98/0:0$</$/:(>0:09)"L/*9/$</$#"&/$
">+*&/):/

! !1C1$6$-)*8(28(1$1?=&)8$-?$2(8C-.&($7JK$H;,)DL1C1D;&*,(-3BD;,)I
! M4N<$7O#PQ

! 47#/$'-(=1<$C&(-'-*1$&$>&)&(19-8)&$.&??&$*:-1C-<$21(1=&3(-

! "(&19-8)-$.-$*&(3-'-*13-$RDNST

! +&)&(19-8)&$.-$),=&(-$(1).8=$2(82(-&31(-1

! 5&B;38(&$2(82(-&31(-8

! #?3(-$2(8C-.&($%7#!"#$H*8=D;,)D(;1L*1DU(8C-.&(I
! +&;3-8)&$*:-1C-$%7#$

! 0-(=1$.->-31?&$%7#$*8)$7O#PQ$8$M4N
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JCE

! !"A$:1$?1$;3&;;1$1(*:-3&33,(1$.-$!"#

! !"A$V$*8;3-3,-31$.1$6"#"@7.&'()* &$;8338P21*W1>&

! "?1;;-$2(-)*-21?-

! %/(,0&

! C0'-+&00:09)

! A".

! =0.&0)C0'

! =0.&0)C0'F".)*&
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Principali Provider per JCE

MNA? JHO OI%?MP- MNQ?

!"#$%&'()*+,- ,))(455RRR7S*19.'."8)>07*&+
X2&)$78,(*&$
#21*:&P;3B?&

U(8C-.&($2-Y$

*8=2?&38<$'(&&

.#$/(0 ,))(455RRR7.&'()/@7*&+
X2&)$78,(*&$
#21*:&P;3B?&

Z=2?&=&)319-8)&$.-$

(-'&(-=&)38[$)8)$

*8=213-@-?&$*8)$1?3(-$

2(8C-.&([$)8)$
;,228(31$%7#
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Installazione di un provider

! D"88*$T7$B*R9>*"<$<0>$(&*#/<0&

! D"88*$U7$%*(/"$<0>$!-H
! .1'%"$*12,1)'31'1$*+),,)4-'1,'54"613-4'%"7-'-*+-$*1"$-

! "(&1(&$-?$!#%$H;&$)&*&;;1(-8I

! "82-1(&$-?$!#%$-)$>/S50@) .-$!%A

! D"88*$V7$%*9G/+1&"L/*90$</$6"#"780.1&/)'$0$6"#"7(*>/.'$(0&$
"S/>/)"&0$/>$(&*#/<0&

! D"88*$W7$%*>>"1<*$<0>>"$/98)">>"L/*90

.-2#14-')++-$+)7-$+-',-'1*+4#81"$1'9"4$1+-'3),'54"613-4
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Cifratura simmetrica

! A)*(B23-8)$-)$A"\$1).$"\"$=8.&

! "-2:&(73(&1=;

! 7&1?&.X@L&*3;

! U1;;]8(.P\1;&.$A)*(B23-8)

! 5&B$;38(1>&
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Cifratura: classi ed interfacce

! O0$(&/9./(">/$.>"88/$0<$/9)0&G"..0

! 6"#"@7.&'()*7%/(,0&

! +0)I98)"9.0X$/9/)X$1(<")0X$<*F/9">

! 6"#"780.1&/)'7C0'$2/9)0&G"../"3

! J)$8>>&338 C0'$C-&)&$*(&138$*8)$,)$'1*38(B 6"#"@7.&'()*7C0'E090&")*&$822,(&$
6"#"780.1&/)'7C0'F".)*&'

! 6"#"@7.&'()*7C0'E090&")*&

! +0)I98)"9.0X$/9/)X$+090&")0C0'
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Cifratura: passi

! %&0"L/*90$</$19"$.,/"#0$</$./G&")1&"
T7 C0'E090&")*&$Y0'E090&")*&$Z$C0'E090&")*&7+0)I98)"9.02[\>*RG/8,[3]

U7 Y0'E090&")*&7/9/)2TU^3]

V7 =0.&0)C0'$Y0'$Z$Y0'E090&")*&7+090&")0C0'23]

! %&0"L/*90$0<$/9/L/">/LL"L/*90$</$19$./G&"&/*
T7 %/(,0&$./(,0&$Z$%/(,0&7+0)I98)"9.02[\>*RG/8,5?%\5DC%=_D"<</9+[3]

! %/G&")1&"
T7 ./(,0&7/9/)2%/(,0&7?M%H`DQaANB?X$Y0'3]

U7 S')0bc$./(,0&Q0@)$Z$./(,0&7<*F/9">28)&/9+Q*?9.&'()7+0)\')08233]

2.*9)/91"3
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Cifratura: passi

! B0./G&")1&"
T7 ./(,0&7/9/)2%/(,0&7B?%H`DQaANB?X$Y0'3]

U7 S')0bc$(>"/9Q0@)$Z$./(,0&7<*F/9">2./(,0&Q0@)3]
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La classe Cipher

+0)I98)"9.0

/9/)

1(<")0

<*F/9">

!"#$%&'()*+*%,-+.",,'/$012!"#$%&'()*0

?M%H`DQaANB?X$B?%H`DQaANB?

567.%!7'1!,".1'*/"8!.%#*

9%*%(:'(1,1;67.%!7'1!,".1'*/"8!.%#*
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Padding: lo standard PKCS#5

Z?$21..-)>$V$)&*&;;1(-8$G,1).8$-?$3&;38$-)$*:-1(8$)8)$V$,)$

=,?3-2?8$.&?$@?8**8

d ? O O N V V V

^ ^ ^ ^ ^ ^ ^ ^

-/$S')0$</$("<</9+$8/$"880+9"$/>$
91:0&*$</$S')0$90.088"&/$(0&$
.*>:"&0$19$S>*..*$$

=0$/>$)08)*$/9$.,/"&*$K$19$:1>)/(>*$
</$19$S>*..*X$8/$"++/19+0$19$
S>*..*$</$("<</9+$$

:,'5)331$2'61-$-'*-754- 1$*-41+"
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Cifratura in modalità CBC

! %&0"L/*90$</$19"$.,/"#0$</$./G&")1&"

QD 5&B+&)&(138($W&B+&)&(138($̂ $5&B+&)&(138(D>&3Z);31)*&H_4A7_I[

6D 7&*(&35&B$W&B$^$W&B+&)&(138(D>&)&(13&5&BHI[

! %&0"L/*90$0<$/9/L/">/LL"L/*90$</$19$./G"&/*

QD @B3&`a$(1).8=\B3&;$̂ $)&]$@B3&`ba[$cc$-C$;-9&$^$@?8*W$;-9&

6D 7&*,(&%1).8=$(1).8=$̂ $)&]$7&*,(&%1).8=HI[

dD (1).8=D)&E3\B3&;H(1).8=\B3&;I[

eD ZCU1(1=&3&(72&*$-C21(1=;$̂ $)&]$ZCU1(1=&3&(72&*H(1).8=\B3&;I[

ND "-2:&($*-2:&($̂ $"-2:&(D>&3Z);31)*&H_4A7c"\"cU5"7NU1..-)>_I[

fD *-2:&(D-)-3H"-2:&(DAK"%gUFhMX4A<$W&B<$-C21(1=;I[
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Cifratura in modalità CBC

! B0./G&")1&"

QD *-2:&(D-)-3H"-2:&(D4A"%gUFhMX4A<$W&B<$-C21(1=;I[

6D @B3&`a$2?1-)F&E3$̂ $*-2:&(D.80-)1?H*-2:&(F&E3I[

;$)'*",#81"$-'),+-4$)+16)

! H/."#"&0$/$("&":0)&/$<">$./G&"&/*

QD #?>8(-3:=U1(1=&3&(;$21(1=;$̂ $*-2:&(D>&3U1(1=&3&(;HI[

! B0./G&")1&"

QD *-2:&(D-)-3H"-2:&(D4A"%gUFhMX4A<$W&B<$21(1=;I[

6D @B3&`a$2?1-)F&E3$̂ $*-2:&(D.80-)1?H*-2:&(F&E3I[
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CipherStreams

! +?-$;3(&1=$%/(,0&I9(1)=)&0": &$%/(,0&N1)(1)=)&0":
2&(=&338)8$.-$*-'(1(&$-)$=8.8$3(1;21(&)3&$>?-$;3(&1=$1CC8?3-D

! U8;;8)8$&;;&(&$,3-?-9913-$8C,)G,&$;-$,;1)8$I9(1)=)&0": &$
N1)(1)=)&0": H'-?&<$*8))&;;-8)-$.-$(&3&ID

! K&??1$90R ;-$;2&*-'-*1$-?$*-'(1(-8$.1$,3-?-991(&
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CipherStreams: example

! %/G&")1&"
QD "-2:&($*-2:&($^$"-2:&(D>&3Z);31)*&H_4A7c"\"cU5"7NU1..-)>_I[

6D *-2:&(D-)-3H"-2:&(DAK"%gUFhMX4A<$W&B<$-C21(1=;I[

dD 0-?&Z)2,373(&1=$-)2,3$^$)&]$0-?&Z)2,373(&1=H2?1-)3&E3K1=&I[

eD 0-?&X,32,373(&1=$8,32,3$^$)&]$0-?&X,32,373(&1=H*-2:&(3&E3K1=&I[

ND "-2:&(X,32,373(&1=$*-2:&(X,32,3$^$)&]$"-2:&(X,32,373(&1=H8,32,3<$*-2:&(I[

fD -)3$($^$S[

iD ]:-?&$HH($^$-)2,3D(&1.HII$j^$PQI

bD *-2:&(X,32,3D](-3&H(I[

TD *-2:&(X,32,3D*?8;&HI[

QSD 8,32,3D*?8;&HI[

QQD -)2,3D*?8;&HI[
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CipherStreams: example

! B0./G&")1&"

QD *-2:&(D-)-3H"-2:&(D4A"%gUFhMX4A<$W&B<$-C21(1=;I[

6D -)2,3$̂ $)&]$0-?&Z)2,373(&1=H*-2:&(3&E3K1=&I[

dD "-2:&(Z)2,373(&1=$.&*-2:&(Z)2,3$^$)&]$"-2:&(Z)2,373(&1=H-)2,3<$*-2:&(I[

eD 8,32,3$^$)&]$0-?&X,32,373(&1=H.&*(B23&.3&E3K1=&I[

ND ($̂ $S[

fD ]:-?&$HH($^$.&*-2:&(Z)2,3D(&1.HII$ j^$PQI

iD 8,32,3D](-3&H(I[

bD .&*-2:&(Z)2,3D*?8;&HI[

TD -)2,3D*?8;&HI[

QSD 8,32,3D*?8;&HI[
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Gli oggetti sigillati

! k1$*?1;;&$=0">0<NS60.) 2&(=&33&$.-$*(&1(&$,)$8>>&338$&$

2(83&>>&()&$?1$*8)'-.&)9-1?-3l$*8)$,)$1?>8(-3=8$*(-338>(1'-*8

! 4138$,)$8>>&338$;&(-1?-991@-?&$H=0&/">/L"S>0I<$V$28;;-@-?&$*(&1(&$
,)$8>>&338$;->-??138$H=0">0<NS60.):)(6#)%&(./'*0.)0+244#,,2)
8(->-)1?&<$)&?$;,8$'8(=138$;&(-1?-991@-?&<$&$?8$;->-??1$H*-'(1ID$

! ;0)(2&,#&*,2)3#00+)244#,,2)'%4%00.,2)/*<)#''#-#)'*((#''%9.5#&,#)
.&*-'(138$&$.&P'#-%.0%11.,2=)2,,#&#&32)(2'>)0+244#,,2)2-%4%&.0#?)
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Gli oggetti sigillati

! U(-=1$.-$&;;&(&$122?-*138$1.$,)$8>>&338$;->-??138<$,)$*-'(1(-8$

.&C&$&;;&(&$3831?=&)3&$-)-9-1?-99138D$

! @+)244#,,2)2-%4%&.0#)(6#)A)',.,2)'%4%00.,2)/*<)#''#-#)-#(*/#-.,2)
-)$.,&$=8.-/

! ,;1).8$?1$+0)NS60.)$*:&$2(&).&$,)$8>>&338$%/(,0&D

! ":-$38>?-&$-?$;->-??8$)8)$.&C&$*8)8;*&(&$?1$*:-1C&D

! ,;1).8$+0)NS60.)$*:&$2(&).&$,)$8>>&338$C0'D

! +0)NS60.)$(-#.)0+244#,,2)%/(,0&$&$?8$-)-9-1?-991$*8)$?1$*:-1C&D$

! ;)/.-.5#,-%))3#00+.042-%,52)B->+*&/),:D"&":0)0&8:)'2&2)5#52-%11.,%)&#00+244#,,2)
;->-??138D$

! ":-$38>?-&$-?$;->-??8$)8)$.&C&$3&)&(&$3(1**-1$.&>?-$1?>8(-3=-$H1.$&;&=2-8<$ZmID$
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Oggetti sigillati: esempio

(4-)81"$-'-'%194)+#4)
QD 73(-)>$*(&.-3"1(.$^$_Q6deNfibTS_[

6D cc$+&)&(19-8)&$.-$,)1$*:-1C&$d4A7PA4A

dD 5&B+&)&(138($W&B+&)&(138($^$5&B+&)&(138(D>&3Z);31)*&H_4A7&.&_I[

eD 7&*(&35&B$W&B$^$W&B+&)&(138(D>&)&(13&5&BHI[

ND cc$+&)&(19-8)&$.-$,)$*-2:&($d4A7PA4A$

fD "-2:&($*-2:&($^$"-2:&(D>&3Z);31)*&H_4A7&.&_I[

iD *-2:&(D-)-3H"-2:&(DAK"%gUFhMX4A<$W&BI[

bD cc$"(&19-8)&$$&$*-'(13,(1$.-$,)$7&1?&.$X@L&*3

TD 7&1?&.X@L&*3$;8$^$)&]$7&1?&.X@L&*3H*(&.-3"1(.<$*-2:&(I[



Crittografia in JavaGianluca Dini! 25

Oggetti sigillati: esempio

! B0./G&")1&"$</$19$80">0<$*S60.)
QD 73(-)>$.&*(B23&.73(-)>$^$H73(-)>I;8D>&3X@L&*3HW&BI[

! 8*>1L/*90$">)0&9")/#"
QD *-2:&(D-)-3H"-2:&(D4A"%gUFhMX4A<$W&BI[

6D 73(-)>$.&*(B23&.73(-)>$^$H73(-)>I;8D>&3X@L&*3H*-2:&(I[
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Cifratura basata su password

! K&??1$*-'(13,(1$@1;131$;,$21;;]8(.$H!,((<#"&1-,('&1'*/"8!.%#*<$
2=)I<$?1$*:-1C&$.-$*(-338>(1'-1$V$.&(-C131$.1$,)1$21;;]8(.D

>'8 "# :H2,((<#"&I

! e"9)"++/*D$AC-31$.-$.8C&($=&=8(-991(&$?&$*:-1C-[$?1$21;;]8(.$V$3&),31$
1$=&=8(-1$.1$,)$,3&)3&D

! =#"9)"++/*D$k1$.-=&);-8)&$.&?$("88R*&<$8(".0 V$>&)&(1?=&)3&$
=8?38$=-)8(&$.&??1$.-=&);-8)&$.&?$Y0'$8(".0 &$G,-).-$;&=2?-'-*1$,)$
@(,3&$'8(*&$1331*WD

! =#"9)"++/*D$k&$21;;]8(.$;8)8$;8>>&338$1$.-*3-8)1(B$1331*WD

! J)1$21;;]8(.$.&C&$&;;&(&$;&=2?-*&$.1$(-*8(.1(&$=1$.-''-*-?&$.1$
-).8C-)1(&
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Password

! +&)&(138(-$.-$21;;]8(.

! ,))(455RRR7(.)**>87.*:5+1/<085("88R*&<5

! >&)&(1)8$2].$2(13-*1=&)3&$-=28;;-@-?-$.1$(-*8(.1(&

! U1;;]8(.$*:&$,!!,%#*# *1;,1?-$=1$*:&$;8)8$'1*-?-$.1$
(-*8(.1(&
! \-1)&-i)1j$H\-1)*1)&C&$&.$-$;&33&$)1)-$I

! +%0MS*S>$H+-1)?,*1<$%8@&(31<$0&.&(-*8<$M1(31<$9&(8$*1)-<$9&(8$>133-I

! m1?,319-8)&$.&??1$G,1?-3l$.-$,)1$21;;]8(.$H*8).-9-8)&$

)&*&;;1(-1I

! ,))(4RRR780.1&/)'8)")87.*:5)**>85("88R*&<7(,(
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Cifratura basata su password

! U&($(&).&(&$U\A$2-Y$;-*,(1$;-$,;1)8$.,&$3&*)-*:&

! =">)/9+D$7-$1>>-,)>&$1??1$21;;]8(.$,)1$;3(-)>1$*1;,1?&$H;1?3I

<-&'# =25)**>"43?'*),+3

&.$-?$;1?3$C-&)&$=&=8(-99138$*8)$-?$3&;38$*-'(138

J)$),8C8$;1?3$C-&)&$>&)&(138$2&($8>)-$*-'(13,(1

Z)$G,&;38$=8.8$;-$(&).&$-=28;;-@-?&$?1$*8;3(,9-8)&$.-$,)$.-9-8)1(-8$&$
/#-)24&%),#&,.,%92)0+.99#-'.-%2)3#9#)#'#4*%-#)*&)6.'6?)

! H0(0")0<$.*19)/9+D$F&)31$.-$1,=&)31(&$-?$3&=28$)&*&;;1(-8$1.$,)$
1CC&(;1(-8$1$2(8C1(&$,)1$21;;]8(.D

<-&'# =&25)**>"43?'*),+3

.8C&$=4 *8);-;3&$)&??1$122?-*19-8)&$.-$= 2&($($C8?3&D
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PBE: schema di comunicazione

(>"/9)0@)

("88R*&<

8">)

%/G&"&/*$D\? ./(,0&)0@) 8">)

%/G&"&/*$D\?

("88R*&<

./(,0&)0@) 8">)

(>"/9)0@)

*-$3-4

4-%-16-4

:$
*-%#

4-'%=
)$
$
-,

@)**>"43'A'#$'
*-24-+"'%"$3161*"
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PBE: principali classi

! U(-)*-21?-$*?1;;-

! 6"#"@7.&'()*78(0.7D\?C0'=(0.

! 01*38(B$2&($?1$*(&19-8)&$.-$,)1$*:-1C&$@1;131$;,$21;;]8(.

! 6"#"@7.&'()*78(0.7D\?D"&":0)0&8=(0.

! U&(=&33&$.-$;2&*-'-*1(&$-?$;1?3$&.$-?$),=&(8$.-$(-2&3-9-8)-

! 6"#"@7.&'()*7=0.&0)C0'F".)*&'

! 01*38(B$2&($?1$*(&19-8)&$.-$,)1$*:-1C&$1$21(3-(&$.1$,)$D\?C0'=(0.D

! U(-)*-21?-$1?>8(-3=-
! D\?f/),AB_-9<B?=X$D\?f/),=d--9<\>*RG/8,X$

D\?f/),=d--9<TU^\/)H%WX$D\?f/),=d--9<I<0"g%\%X$
D\?f/),=d--9<VgC0'Q&/(>0B?=g%\%
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PBE: passi

! %&0"L/*90$<0>$8">)$</$;W$S/)
! @B3&`a$;1?3$^$)&]$@B3&`ba[

! %1).8=$(1).8=$^$)&]$%1).8=HI[

! (1).8=D)&E3\B3&;H;1?3I[

! %&0"L/*90$</$19$D\?C0'=(0.
! C,-%&4)/.''D2-3)E)FG/-%,%)'#'.52HI

! *:1(`a$*:1(U1;;]8(.$^$21;;]8(.D38":1(#((1BHI[

! U\A5&B72&*$W&B72&*$^$)&]$U\A5&B7U&*H*:1(U1;;]8(.I[

! %&0"L/*90$</$19$=0.&0)C0'F".)*&'
! 7&*(&35&B01*38(B$W&B01*38(B$^$

C#(-#,J#KL.(,2-K?4#,;&',.&(#BFMNOP%,6Q"RG&3"OCH:I
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PBE: passi

! %&0"L/*90$</$19"$=0.&0)C0'
! 7&*(&35&B$21;;]8(.5&B$^$W&B01*38(BD>&3Z);31)*&HW&B72&*I[

! %&0"L/*90$</$19$D"&":0)0&=(0.$(0&$8">)$0$&0(0)/)/*98
! U\AU1(1=&3&(72&*$21(1=72&*$^$)&]$U\AU1(1=&3&(72&*H;1?3<$%AUAFZFZXK7I[

! "(&19-8)&$&.$-)-9-1?-9919-8)&$.-$,)$*-'(1(-8
! S%/6#-)(%/6#-)E)S%/6#-?4#,;&',.&(#BFMNOP%,6Q"RG&3"OCH:I

! *-2:&(D-)-3H"-2:&(DAK"%gUFhMX4A<$21;;]8(.5&B<$21(1=72&*I[
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Codifica e decodifica di una chiave

! @4"B,-7)/$,)1$*:-1C&$.-$*-'(13,(1$H:'C0'I$.&C&$&;;&(&$

=&=8(-99131$;,$.-$,)$;,228(38$-);-*,(8$H1.$&;&=2-8<$-?$'-?&$
;B;3&=I

! C,1'-*-751'*"$"'B)*)+1'*#'./(,0&$%194)41"'*177-+41%"'7)',-'%"$*13-4)81"$1'
6),2"$"')$%=-'5-4'#$'%194)41"')*177-+41%"

! 78?,9-8)&$*8)$-)*12;,?1=&)38$HR&"(<$19R&"(I
! *-2:&(D-)-3H"-2:&(Dn%#UhMX4A<$21;;]8(.5&B<$21(1=72&*I[

! @B3&`a$&)*(B23&.5&B\B3&;$^$*-2:&(D](12H=B5&BI[

! DDD

! *-2:&(D-)-3H"-2:&(DJKn%#UhMX4A<$21;;]8(.5&B<$21(1=72&*I[

! J#K)T#K)E)(%/6#-?*&D-./B#&(-K/,#3J#KNK,#'=)F"OCH=)S%/6#-?COSUOVWJOX:I
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Codifica e decodifica di una chiave

! =*>1L/*90$809L"$/9."(81>":09)*

! %/G&")1&"D
" S')0bc$Y0'\')08$Z$:'C0'7+0)?9.*<0<23]

" ./(,0&7/9/)2%/(,0&7?M%H`DQaANB?X$("88R*&<C0'X$("&":=(0.3]

" S')0bc$09.&'()0<C0'\')08$Z$./(,0&7<*F/9">2Y0'\')083]

! B0./G&")1&"

! ;-$,;1$=0.&0)C0'=(0. *:&$-=2?&=&)31$=0.&0)C0' &$2,o$&;;&(&$*(&138$1)*:&$

.1$,)$1((1B$.-$@B3&D
" ./(,0&7/9/)2%/(,0&7B?%H`DQaANB?X$("88R*&<C0'X$("&":=(0.3]

" S')0bc$Y0'\')08$Z$<*F/9">209.&'()0<C0'\')08$3]

" =0.&0)C0'=(0.$:'C0'$Z$90R$=0.&0)C0'=(0.2Y0'\')08$3]
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Crittografia asimmetrica

! "-'(13,(1$1;-==&3(-*1

! =8.1?-3l$&$21..-)>

! *?1;;-$&.$-)3&('1**&

! "-'(13,(1$1$*:-1C&$.-$;&;;-8)&

! M&=8(-9919-8)&$.-$,)1$*:-1C&$2,@@?-*1c2(-C131
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Cifratura asimmetrica

! D151%)7-$+-'#+1,188)+1'1$'7"3),1+E'0(!

! Y#&#-.05#&,#)'%)(%$-.&2)3.,%)3%)F/%((20#H)3%5#&'%2&%)B%&)8%,:

! M#-)3.,%)3%)F4-.&3%H)3%5#&'%2&%)'%)*,%0%11.)0.)/%4",.6",1,(%;;'."%/,1,1

/:%,$'1&%1('((%#*'

! @)331$2'F5-4'G.HI

! DC%=hT

! N()/:">$-8'::0)&/.$?9.&'()/*9$D"<</9+$2N-?D3

! :332/cc]]]D(;1;&*,(-3BD*8=c(;1?1@;c2W*;c2W*;PQD-).&ED:3=?

:$'2-$-4),-?'"2$1'%194)41"')*177-+41%"'=)'
1,'54"541"'),2"41+7"'31'5)331$2
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Classi ed interfacce

! 6"#"780.1&/)'7C0'D"/&

! +0)D1S>/.23X$+0)D&/#")023

! 6"#"780.1&/)'7D1S>/.C0'$2/9)0&G".03

! 6"#"780.1&/)'7/9)0&G".087H=-D1S>/.C0'

! 6"#"780.1&/)'7D&/#")0C0'$2/9)0&G".03

! 6"#"780.1&/)'7/9)0&G".087H=-D&/#")0C0'

! 6"#"780.1&/)'7/9)0&G".087H=-D&/#")0%&)C0'

! 6"#"780.1&/)'7C0'D"/&E090&")*&

! +09C0'D"/&23
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Cifratura con RSA

! %&0"L/*90$<0>$./G&"&/*$
! %/(,0&$./(,0&$Z$%/(,0&7+0)I98)"9.02[H=-5MNM?5M*D"<</9+[X$[\%[3]

! %&0"L/*90$<0>>0$.,/"#/
! C0'D"/&E090&")*&$+090&")*&$Z$C0'D"/&E090&")*&7+0)I98)"9.02[H=-[X$[\%[3]

! +090&")*&7/9/)/">/L02TiUW3]

! C0'D"/&$("/&$Z$+090&")*&7+090&")0C0'D"/&23]

! C0'$(1SC0'$Z$("/&7+0)D1S>/.23]

! C0'$(&/#C0'$Z$("/&7+0)D&/#")023]
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Cifratura con RSA

! %/G&")1&"
! ./(,0&7/9/)2%/(,0&7?M%H`DQaANB?X$(1SC0'3]

! S')0bc$./(,0&Q0@)$Z$./(,0&7<*F/9">2/9(1)3]

! B0./G&")1&"
! ./(,0&7/9/)2%/(,0&7B?%H`DQaANB?X$(&/#C0'3]

! S')0bc$(>"/9Q0@)$Z$./(,0&7<*F/9">2./(,0&Q0@)3]
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Cifratura a chiave di sessione

! D&*S>0:"D$

! k1$*-'(13,(1$1;-==&3(-*1$V$*-(*1$QSSS$C8?3&$2-Y$?&)31$.-$G,&??1$
;-==&3(-*1$&$G,-).-$)8)$V$1.1331$1$*-'(1(&$>(1).-$G,1)3-3l$.-$.13-

! =*>1L/*90

! k&3$20X$<3$1$2,@?-*P2(-C13&$W&B$21-(

! k&3$D .)F0.-4#H)/.K02.3

! C$"# $->.&77-+41%J-&23

! A$Z$b?Y2D3X$?02C3c
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Cifratura a chiave di sessione

! e"9)"++/

! Z?$2(8*&;;8$.-$*-'(13,(1$V$*8=2?&;;-C1=&)3&$2-Y$C&?8*&

! Z?$;-;3&=1$V$*8=2?&;;-C1=&)3&$2-Y$;-*,(8

! "8)$?1$*:-1C&$2,@@?-*1$;8)8$*-'(13&$2-**8?&$G,1)3-3l

" =&)8$=13&(-1?&$2&($?1$*(-3381)1?-;-

" ?1$*:-1C&$2,@@?-*1$2,o$.,(1(&$.-$2-Y

! "8)$?1$*:-1C&$;-==&3(-*1$;8)8$*-'(13&$>(1).-$G,1)3-3l$.-$.13-$=1$V$(-))8C131$2&($
8>)-$*-'(13,(1
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Codifica e decodifica di chiavi 
(RSA)

! ?:%,$'1,(%;;'."%/,1@(."6..6",1/#;!7'((,A

! *8.-'-*1/$+0)?9.*<0<

! *:-1C&$2,@@?-*1/$RDNST

! *:-1C&$2(-C131/$U5"7pb

! .&*8.-'-*1

! 2,@?-*$W&B/$C0'F".)*&'X$j_ik?9.*<0<C0'=(0.

" j_ik?9.*<0<C0'=(0.$Y0'=(0.$Z$90R$j_ik?9.*<0<C0'=(0.2Y0'\')083]

" 3-45"6(%&427-45"6(%&42823-45"6(%&49$-(:/;("/6-<!=>?0@A

" D1S>/.C0'$(1S>/.C0'$Z$Y0'F".)*&'7+090&")0D1S>/.2Y0'=(0.3]

! 2(-C13&$W&B/ C0'F".)*&'X$DC%=^?9.*<0<C0'=(0.

" DC%=^?9.*<0<C0'=(0.$Y0'=(0.$Z$90R$DC%=^?9.*<0<C0'=(0.2Y0'\')083]

" 3-45"6(%&427-45"6(%&42823-45"6(%&49$-(:/;("/6-<!=>?0@A

" D1S>/.C0'$(1S>/.C0'$Z$Y0'F".)*&'7+090&")0D1S>/.2Y0'=(0.3]
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Key agreement

! "?1;;-$2(-)*-21?-

! A;&=2-8$*8)$B/GG/0gd0>>:"9
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Classi principali

! 6"#"@7.&'()*7C0'-+&00:09)

! +0)I98)"9.023/$*(&1$,)$8>>&338$B'81,+"'';'*.

! /9/)23/$-)-9-1?-991$G,&;38$8>>&338$B'81,+"'';'*.

! <*D,"8023/$;-$21;;1)8$?&$*:-1C-$2,@@?-*:&$.&>?-$1?3(-$!''" 1$G,&;38$
8>>&338$B'81,+"'';'*.

! +090&")0=0.&0)23/$G,1).8$3,33&$?&$*:-1C-$;8)8$;313&$21;;13&<$;-$>&)&(1$
-?$;&>(&38$*8).-C-;8
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Esempio: Diffie-Hellman

! 4&'-)-(&$-$21(1=&3(-$5 &$2

! 0%;!7'1>'81;,*,+';'*.14#"13*.'"*'.12"#.#/#7(1H75ZUI

! ($# 75ZU$=8.,?,;$HNQ6<$QS6e<$6SebI

2(-C13&$;313-*$'-)1?$@B3&$75ZUhQS6ehMX4JkJ7h\gFA7`a$̂ $q
H@B3&ISE0e<$H@B3&ISEbb<$H@B3&ISE04<$H@B3&ISENb<$ H@B3&ISEeA<$H@B3&ISEeT<$H@B3&ISE4\<$H@B3&ISE"4<$H@B3&ISE6S<$H@B3&ISE\e<$H@B3&ISET4<$H@B3&ISEAe<

H@B3&ISETQ<$H@B3&ISESi<$H@B3&ISEdf<$H@B3&ISEf\<$ H@B3&ISEdd<$H@B3&ISEf"<$H@B3&ISEdb<$H@B3&ISES4<$ H@B3&ISEeN<$H@B3&ISEQ4<$H@B3&ISES0<$H@B3&ISEi"<

H@B3&ISEbb<$H@B3&ISE\d<$H@B3&ISEQ"<$H@B3&ISEi"<$ H@B3&ISEN\<$H@B3&ISE64<$H@B3&ISEbA<$H@B3&ISE0f<$ H@B3&ISE0d<$H@B3&ISE"T<$H@B3&ISE6d<$H@B3&ISE"S<

H@B3&ISEed<$H@B3&ISE0S<$H@B3&ISE#N<$H@B3&ISEN\<$ $ H@B3&ISEQb<$H@B3&ISEb4<$H@B3&ISEbA<$H@B3&ISE\\<$ H@B3&ISENN<$H@B3&ISEb"<$H@B3&ISE\b<$H@B3&ISEN4<

H@B3&ISEdb<$H@B3&ISE4d<$H@B3&ISEde<$H@B3&ISE04< H@B3&ISEi"<$H@B3&ISEQi<$H@B3&ISENi<$H@B3&ISEed<$ H@B3&ISE#d<$H@B3&ISEQ4<$H@B3&ISEQb<$H@B3&ISEf"<

H@B3&ISE4A<$H@B3&ISEdd<$H@B3&ISE6Q<$H@B3&ISE6"<$ H@B3&ISE\N<$H@B3&ISE6#<$H@B3&ISE00<$H@B3&ISEd"<$ H@B3&ISEAQ<$H@B3&ISE\Q<$H@B3&ISE6T<$H@B3&ISEeS<

H@B3&ISEQb<$H@B3&ISEQQ<$H@B3&ISEb4<$H@B3&ISEi"<$ H@B3&ISEbe<$H@B3&ISE#i<$H@B3&ISES#<$H@B3&ISEi6<$ H@B3&ISE4f<$H@B3&ISEbf<$H@B3&ISE"e<$H@B3&ISESd<

H@B3&ISEQT<$H@B3&ISE"b<$H@B3&ISESi<$H@B3&ISE6T<$ H@B3&ISEi#<$H@B3&ISE"#<$H@B3&ISETN<$H@B3&ISES"<$ H@B3&ISE4T<$H@B3&ISETf<$H@B3&ISET0<$H@B3&ISE#\<

H@B3&ISE4S<$H@B3&ISES#<$H@B3&ISENS<$H@B3&ISET\<$ H@B3&ISES6<$H@B3&ISEef<$H@B3&ISE4d<$H@B3&ISESb<$ H@B3&ISEd4<$H@B3&ISEff<$H@B3&ISE#e<$H@B3&ISEN4<

H@B3&ISEeQ<$H@B3&ISET0<$H@B3&ISET"<$H@B3&ISEi"<$ H@B3&ISE\4<$H@B3&ISEbT<$H@B3&ISEe\<$H@B3&ISE66<$ H@B3&ISEQT<$H@B3&ISE6f<$H@B3&ISE\#<$H@B3&ISE#\<

H@B3&ISE#6<$H@B3&ISENA<$H@B3&ISE"d<$H@B3&ISENN<$ H@B3&ISEAT<$H@B3&ISE60<$H@B3&ISEib<$H@B3&ISE"i$

r[
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Esempio: Diffie-Hellman

! 2# 6

! %122(&;&)31(&$-$21(1=&3(-$5 &$2 *8=&$6"#"7:"),7\/+I9)0+0&
T7 (&/#")0$8)")/.$G/9">$\/+I9)0+0&$D$Z$90R$\/+I9)0+0&2=CIDaTiUWaANBJOJ=a\`Q?=3]

U7 (&/#")0$8)")/.$G/9">$\/+I9)0+0&$E$Z$\/+I9)0+0&7#">10NG2U3]

! Z);&(-=&)38$.-$( &$+ -)$,)$BdD"&":0)0&=(0.
T7 (&/#")0$8)")/.$G/9">$BdD"&":0)0&=(0.$D-H-A?Q?Ha=D?%$Z$

90R$BdD"&":0)0&=(0.2DXE3]

! +&)&(19-8)&$.-$,)1$*822-1$.-$*:-1C-$2,@@?-*1$&$2(-C131
T7 3-4B"'&C-/-&"(%&27.$2823-4B"'&C-/-&"(%&9$-(:/;("/6-<!DE0@A

U7 Y(+7/9/)/">/L02D-H-A?Q?Ha=D?%3]

V7 C0'D"/&$:'C0'D"/&$Z$Y(+7+09C0'D"/&23]
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Esempio: Diffie-Hellman

! %&*,2&(8$.&??1$*:-1C&$2,@@?-*1$.&?$2&&($.1$,)8$;3(&1=$H'-?&<$

)&3]8(WI$-)$'8(=138$S')0bc$(00&C0'\')08
T7 3-45"6(%&427F2823-45"6(%&49$-(:/;("/6-<!DE0@A

U7 j_ik?9.*<0<C0'=(0.$@_ik=(0.$Z$90R$j_ik?9.*<0<C0'=(0.2(00&C0'\')083]

V7 D1S>/.C0'$(00&D1S>/.C0'$Z$YG7+090&")0D1S>/.2@_ik=(0.3]

! A;&*,9-8)&$.&?$W&B$1>(&&=&)3
T7 3-4?$&--*-/(27"2823-4?$&--*-/(9$-(:/;("/6-<!DE0@A

U7 Y"7/9/)2:'C0'D"/&7+0)D&/#")03]

V7 Y"7<*D,"802(00&D1S>/.C0'3]

! +&)&(19-8)&$.&?$;&>(&38$*8).-C-;38
T7 S')0bc$8,"&0<=0.&0)$Z$Y"7+090&")0=0.&0)23]
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Message digest e MAC

! M&;;1>&$.->&;3

! k&$*?1;;-$2(-)*-21?-

! A;&=2-8

! M&;;1>&$.->&;3$&.$-$'?,;;-

! M#"

! OM#"

! k&$*?1;;-$2(-)*-21?-
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Message Digest: classi

! 6"#"780.1&/)'7A088"+0B/+08)

! +0)/98)"9.023 >&)&(1$,)$8>>&338$A088"+0B/+08)

! 1(<")023 .//0%(.)0+.042-%,52)3%)5#''.4#)3%4#',

! </+08)23 (-38()1$-?$.->&;3
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Message digest: esempio

! 4->&;3$.-$,)1$;3(-)>1
! =)&/9+$)0@)$Z$[M0>$:0LL*$<0>$."::/9$</$9*8)&"$#/)"$:/$)&*#"/$/9$19"$80>#"$

*8.1&"[]

! S')0bc$)0@)S')0$Z$)0@)7+0)\')0823]

! X33&)&(&$,)$8>>&338$A088"+0B/+08)
! A088"+0B/+08)$:<$Z$A088"+0B/+08)7+0)I98)"9.02[AB_[3]

! G//0%(.1%2&#)3#00+.042-%,52)3%);'((,+'1&%+'(.
! :<71(<")02)0@)S')03]

! %-38()8$.&?$.->&;3
! S')0bc$,"8,$Z$:<7</+08)23]
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Message digest e flussi

! Z?$21*W1>&$6"#"780.1&/)' *8)3-&)&$?&$*?1;;-$B/+08)I9(1)=)&0":
&$B/+08)N1)(1)=)&0": *:&$2&(=&338)8$.-$1>>-8()1(&$H,2.13&I$
-?$.->&3$=&)3(&$-$.13-$C&)>8)8$?&33-$&$;*(-33-<$(-;2&33-C1=&)3&D

! A;&=2-8
! G-;;"$-D'$-;(2*,282G-;;"$-D'$-;(<!>E?0@A

! B/+08)I9(1))&0":$</+08)I9$Z$90R$B/+08)I9(1)=)&0":2-K1*+1$2'1$5#+'*+4-)7X$:<3]

! R,/>02$</+08)I97&0"<23$lZ$gT3]

! S')0bc$),0B/+08)$Z$:<7</+08)23]
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MAC: classi

! L1C1ED*(B238DM1*

! >&3Z);31)*&

! -)-3

! ,2.13&

! .80-)1?



Crittografia in JavaGianluca Dini! 53

MAC: esempio

! "(&19-8)&$.-,)$8>>&338$M#"

! G"62*"6282G"69$-(:/;("/6-<!E*"6>E?H02@A

! Z)-9-1?-9919-8)&$.&?$M#"

! :".7/9/)2Y0'3]$55$Y0'$K$19"$.,/"#0$(0&$d:".=d-T

! G//0%(.1%2&#)3#00+.042-%,52
! :".71(<")02(>"/9Q0@)3]$55$S')0bc$(>"/9Q0@)

! %&;3-3,9-8)&$.&?$M#"

! S')0bc$&081>)$Z$:".7<*F/9">23]
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Digital signatures

! k&$2(-)*-21?-$*?1;;-$2&($?1$'-(=1$.->-31?&

! Z$*&(3-'-*13-$.->-31?-

! K83&$;,??8$;31).1(.$RDNSTCd

! "?1;;-$2(-)*-21?-

! 5&B;38(&

! W&B388?
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Le classi principali

! 6"#"780.1&/)'7=/+9")1&0

! +0)I98)"9.023: ritorna un oggetto per la creazione e la 
verifica di firme digitali

! /9/)=/+923X$/9/)e0&/G'23#$%&%'%()%''($ )*+,,-..+$/-0$)($1%02($+$)($
verifica

! 1(<")023: si trasmettono i dati da firmare o verificare

! 8/+923: si firmano i dati trasmessi

! #0&/G'23: si verificano i dati trasmessi
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Esempio: firma e verifica

! +&)&(19-8)&$.-$,)1$*822-1$.-$*:-1C-
T7 3-4B"'&C-/-&"(%&27.$2823-4B"'&C-/-&"(%&9$-(:/;("/6-<!=>?012!IJ0@A

U7 Y(+7/9/)/">/L02TiUW3]

V7 C0'D"/&$Y0'D"/&$Z$Y(+7+090&")0C0'D"/&23]

! +&)&(19-8)&$.-$,)$;->)13,(&$&)>-)&
W7 =/+9")1&0$8/+$Z$=/+9")1&072-+:$*+)$%-<!GDKL'()=>?0@A

C-$-4)81"$-'3-,,)'9147)'3121+),-

! U(&).&(&$-?$3&;38$.1$'-(=1(&
_7 =)&/9+$)0@)$Z$[I$":$"$>/"&[]

;7 S')0bc$<")"$Z$)0@)7+0)\')0823]$

H/#*.%*6,I
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Esempio: firma e verifica

! ;&%1%.0%11.1%2&#)3#00+#&4%&#)/#-)0.)$%-5.
_7 8/+7/9/)=/+92Y0'D"/&7+0)D&/#")0233]

! V-.'5%''%2&#)3.,%).00+#&4%&#
;7 8/+71(<")02<")"3]

! +&)&(19-8)&$.&??1$'-(=1$.->-31?&
m7 S')0bc$8/+9")1&0\')08$Z$8/+78/+923]

H/#*.%*6,I
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Esempio: firma e verifica

L-4191%)'3-,,)'9147)'3121+),-

! Z)-9-1?-9919-8)&$.&?$;->)13,(&$&)>-)&$2&($?1$C&(-'-*1
T7 8/+7/9/)e0&/G'2Y0'D"/&7+0)D1S>/.233]

! V-.'5%''%2&#)3.,%).00+#&4%&#)
U7 8/+71(<")02<")"3]

! m&(-'-*1$.&??1$'-(=1
V7 )&'$n

W7 #0&/G/0<$Z$8/+7#0&/G'28/+9")1&0\')083]

_7 o$.").,2=/+9")1&0?@.0()/*9$$03$n

;7 #0&/G/0<$Z$G">80]

m7 o
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Certificati

! RDNST

" :332/cc]]]D-&3'D8(>c('*6eNTD3E3

" RDNSTCQ$*8=2(&).&/

! C&(;-8)&

! ),=&(8$.-$;&(-&

! 1?>8(-3=8$.-$'-(=1

! C1?-.-3l

! ;8>>&338$HRDNSSI

! .-;3(-@,38(&$HRDNSSI

! *:-1C&$2,@@?-*1$.&?$;8>>&338

! '-(=1

" RDNSTC6

! Z;;,&($J)-G,&$Z.&)3-'-&(

! 7,@L&*3$J)-G,&$Z.&)3-'-&(

" RDNSTCd$H&;3&);-8)-I

! #33(-@,3-$.&?$;8>>&338$&$.&?$

.-;3(-@,38(&

! J3-?-998$&$*8=28(31=&)3-$.&??1$

*:-1C&

! k-=-319-8)&$.&?$2&(*8(;8$.-$

*&(3-'-*19-8)&

Crittografia in JavaGianluca Dini! 60

Nomi nel formato X.500

-QQHI\JQN %NMQ?MJQI

"K "8==8)$K1=&

XJ X(>1)-913-8)$J)-3

X X(>1)-913-8)

k k8*13-8)

7F 7313&

" "8,)3(B

! A;&=2-$.-$)8=-$RDNSS

" 7&(C&(

! "K$̂ $>8@?-)D1.=D,)-2-D-3

! X$̂ $J)-C&(;-3B$8'$U-;1

! 7F$̂ $Z31?B

! "$̂ $ZF

" "&(3-'-*13-8)$#,3:8(-3B

! "K$̂ $m-;1$&"8==&(*&$%883

! XJ$̂ $m-;1$Z)3&()13-8)1?$7&(C-*&$

#;;8*-13-8)

! X$̂ $mZ7#

! "$̂ $J7
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Classi principali

! 6"#"780.1&/)'7.0&)7%0&)/G/.")0 V$,)1$*?1;;&$1;3(1331$*:&$

-)*12;,?1$,)$*&(3-'-*138

! +0)D1S>/.C0'

! #0&/G'

:'%-4+191%)+1'*"$"'177#+)B1,1

! 6"#"780.1&/)'7.0&)7j_ik%0&)/G/.")0 V$,)1$*?1;;&$1;3(1331$*:&$
-)*12;,?1$,)$*&(3-'-*138$RDNST

! 6"#"780.1&/)'7.0&)7%0&)/G/.")0F".)*&'

! +0)I98)"9.0
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Keystore

! J-&*+"4- V$,)$(&28;-38(B$.-$/:%,$%1!"%$,.' &$/'".%4%/,.%1,44%&,-%7%

! Z?$(&28;-38(B$2,o$&;;&(&$-=2?&=&)3138$*8)$,)$'-?&<$,)$.131@1;&<$,)$
;&(C&($k4#U

! 6"#"780.1&/)'7C0'=)*&0

! @+2/#-.1%2&#)+0)I98)"9.0 >&)&(1$,)$W&B;38(&

! X>)-$*:-1C&c*&(3-'-*138$V$1;;8*-138$1.$,)$)8=&$H,7%,(I
! 0+2/#-.1%2&#)">/"808 -%,2-&.)0+#0#&(2)3%),*,,%)40%).0%.'

! 5&B;38(&$2(&.&'-)-38/$7Y0'8)*&0

! n-).8];/$%4pB*.1:09)8$"9<$=0))/9+8p#*-4'$)7-p7Y0'8)*&0

! k-),E/$5,*:05#*-4'$)7-57Y0'8)*&0
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Keystore

! J)$/'".%4%/,.#1,44%&,-%7' V$,)$*&(3-'-*138$*:&$;-$,((6;'

1221(3&)&(&$1?$;8>>&338$;2&*-'-*138$)&?$*&(3-'-*138
! A;&=2-8/$-?$*&(3-'-*138$.-$,)1$"&(3-'-*13-8)$#,3:8(-3B

! @+2/#-.1%2&#)80)%0&)/G/.")0?9)&' 2&(=&33&$.-$1>>-,)>&(&$,)$*&(3-'-*138$

1''-.1@-?&$1?$W&B;38(&

! k&$/:%,$%1!"%$,.' .1$,3-?-991(&$2&($?&$'-(=&$.->-31?-

! k1$*:-1C&$.&C&$&;;&(&$1;;8*-131$1.$,)$*&(3-'-*138$H)8)$1''-.1@-?&I

! @+2/#-.1%2&#)80)C0'?9)&' 2&(=&33&$.-$1>>-,)>&(&$,)1$*:-1C&$1?$
W&B;38(&
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Keytool

! U&(=&33&$.-$*(&1(&$*&(3-'-*13-

" gY0'8)*&0

" g.0&)&0q

" g<0>0)0

" g0@(*&)

" g+09Y0'

" g,0>(

" g/<09)/'(1S

" g/:(*&)

" gY0'.>*90

" gY0'("88R<

" g>/8)

" g(&/9).0&)

" g80>G.0&)

" g8)*&0("88R<
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Creazione di un certificato

! "(&19-8)&$.-$,)$*&(3-'-*138

! Y0')**>$g+09Y0'$g">/"8$$)7-

! g+09Y0'D$+&)&(1$,)1$*822-1$.-$*:-1C-$&.$,)$*&(3-'-*138$)#+"M9147)+"D$

! Z)/2''%8%0#)'/#(%$%(.-#)0+.042-%,652)(2&)MY0'">+

! A?&)*8$.&?$*8)3&),38$.&?$W&B;38(&

! Y0')**>$M#$g>/8)

! A;28(319-8)&$.-$,)$*&(3-'-*138

! Y0')**>$M0@(*&)$M">/"8$$)7- MG/>0$91,-$)7-
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Esempio: lettura di un certificato 
da file

! "(&19-8)&$.-$,)$"&(3-'-*13-8)$01*38(B
! %0&)/G/.")0F".)*&'$.0&)F".)$Z$%0&)/G/.")0F".)*&'72-+:$*+)$%-2[j7_ik[3]

! #2&(3,(1$.&?$'-?&$*:&$*8)3-&)&$-?$*&(3-'-*138$H2(&C&)3-C1=&)3&$

&;28(3138I
! F/>0I9(1)=)&0":$G/8$Z$90R$F/>0I9(1)=)&0":291,-'$)7-3]

! "(&19-8)&$.-$,)$*&(3-'-*138$1$21(3-(&$.1?$*8)3&),38$.&?$'-?&$
! %0&)/G/.")0$.0&)$Z$.0&)F".)7+090&")0%0&)/G/.")02G/83]

! G/87.>*8023]

! ='8)0:7"#+7(&/9)>92.0&)3]
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Esempio: output

!

!

"#$%&'()*"+

,-./#01)*2345&6(7-06*8&(&9*:;48#<1=*'>*?(>'$@61&'(*A(B&(##$&(B9*:4;(&C#$%&1D*'>*

E&%69*F4E&%69*,G4E&%69*24?G

,&B(61-$#*H7B'$&1I@)*,JHKL&1I8,H9*:?8*4*K=M=NOP=KPPOP=O=+

Q#D)**,-(*8,H*E-.7&0*Q#D

E6$6@#1#$%)8,H

<)*****>RS>T+NK*KRSTKMMU*TMR>O6U0*M##0#O#S*>VKK.STM*+0#>OOPP*0+K#+>NP*.VTKMVVU

OTTROPMM*TK>.TU+R*NRTN>6.>*0T>T.6+P*>V0.U.TT*V0RSNK+.*NPKR+OV>*>MVVVP.S

V.UUTP6T*6OU>U>#N*POS.KPMM*0MO>..6U*RS>#.S0V*K.>N+.TS*#S0V6N6V*KTP>PO>.

N+>VR+0T*K#0+PM+T*TOK+T6KV*UK+M>VST*>+6#M.VK*RSM6#>>M*MMP+KUUR*RKONPK0S

W)*****USVPTPN>*KTM+P.00*.MUM.UNM*6M#.NOP.*>PTNK0>T

B)*****>S#K6PNT*RVU.+RR#*0..06.T0*+V.NTS.U*SUUO6>..*>6+6#6NM*>UTSO0P.*+RPSNMVS

TKTUTSN#*.6ROTUO>*#VSKPSKP*NKNP.OOU*KVSKM+#N*O0MNKVK+*.S0>PU+M*N00N6V#K

+0KVS6N.*TOS0NRMN*#P6+6#K#*M..+6VST*UKV#6+S>*P.>6MK+T*VM>K>.VM*S6PKMO+.

006O>K.#*6NTKUPNU*6NN+R>#K*T6#TU>PV*UMN.VVT#*NPS.TTMT*VOPKO0+.*>#0>OUM6

D)*****N6K0U06S*S+.NTUO>*ONUU#KR6*OU.V+#UP*UPMMPKM+*RR+SUT.U*.ONK>UVO*U.>VU#N+

S6O#RSP6*TMKOV.6T*O06KOT#U*+.>RO>UM*6>OTSS6U*VOK0U6S.*OSST#>RR*>.U0>+ST

6S.TVKU6*+++OPP.6*..O#6KNT*.R#0.0R#*KO6V+.SO*#M#R0TSO*+.OKSOU0*.R#PRNNM

TRO#KM+S*+T.+SP>+*+VT>TROP*SNMNNKSU*UR6O0O0K*SKK+KKPO*PURPM#PS*#NSKPTMR
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Esempio: output

"67&R&1D)*!X$'@)*,61*H<$*MV*KV)KP)TS*2A,G*MPPN9

G')*X$&*Y-7*MT*KV)KP)TS*2A,G*MPPNZ

?%%-#$)*2345&6(7-06*8&(&9*:;48#<1=*'>*?(>'$@61&'(*A(B&(##$&(B9*:4;(&C#$%&1D*'>*

E&%69*F4E&%69*,G4E&%69*24?G

,#$&673-@.#$)*!****ONK++S>KZ

Z

H7B'$&1I@)*!,JHKL&1I8,HZ

,&B(61-$#)

PPPP)*+P*M2*PM*KO*K8*NP*P+*2P***KX*+N*++*OK*T8*AK*2T*A+**P9=======N+HZ===

PPKP)*8+*[8*KN*S+*OM*+H*XV*V[***PM*KO*TO*2T*MA*XP*TN*[S**===%[)=\==G===]=

PPMP)*H[*8[*2H*[+*KX*MH*AN*UT***[+*S2*2O*+N*AH*SP********=====^=====N=<

Z
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Lettura da keystore

! %-*1C1(&$-?$4%7'1*,;'1.&?$W&B;38(&
! 73(-)>$,;&()1=&$^$7B;3&=D>&3U(82&(3BH_,;&(D:8=&_I[

! 73(-)>$W&B;38(&0-?&)1=&$^$,;&()1=&$s$_cDW&B;38(&_[

! 4&3&(=-)1(&$,7%,(1&$!,((<#"&
! *:1(`a$21;;]8(.$^$1(>;`QaD38":1(#((1BHI[

! 73(-)>$1?-1;$^$1(>;`Sa[

! X33&)&(&$,)$>'80.#"'1'*+%*'
! 5&B738(&$W&B;38(&$^$5&B738(&D>&3Z);31)*&H_!57_I[
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Lettura da keystore

! "1(-*1(&$-?$B'8(.#"' )&?$5&B738(&$&)>-)&
! 0-?&Z)2,373(&1=$'-;$^$)&]$0-?&Z)2,373(&1=HW&B;38(&0-?&)1=&I[

! W&B;38(&D?81.H'-;<$21;;]8(.I[

! k&>>&(&$-?$*&(3-'-*138$.1?$W&B;38(&
! "&(3-'-*13&$*&(3$^$W&B;38(&D>&3"&(3-'-*13&H1?-1;I[

! 7B;3&=D8,3D2(-)3?)H*&(3I[
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CRL

! 6"#"780.1&/)'7.0&)7j_ik%HO
! *%)41%)4-'#$'(GN'1$'#$'91,-'2!""#$%%&'()*+',-,./)&013]$

! 5'#-:/.N(>(&-"*2F';282/-O25'#-:/.N(>(&-"*<!6&#PF'#-/"*-0@A

! J-&('F'6"(-5"6(%&426F282J-&('F'6"(-5"6(%&49$-(:/;("/6-<!Q9KRS0@A

! j_ik%HO$.&>$Z$2j_ik%HO3.<7+090&")0%HO2G/83]

! G/87.>*8023]

! T

! /G$2.&>7/8H0#*Y0<233$

! >4;(-*9%N(9.&'/(#/<!:#26-&('F'6"(%2-U2;("(%2&-V%6"(%90@A

! 0>80

! >4;(-*9%N(9.&'/(#/<!:#26-&('F'6"(%2-U2%790@A
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SSL

! !"#"$=0.1&/)'$=*.Y0)$?@)098/*9$2!==?3

! !77A$.&'-)-;*&$,)$#UZ$2&($,;1(&$77k$-)$!1C1

! !77A$'8()-;*&$,)1$-=2?&=&)319-8)&$.-$(-'&(-=&)38$.&??1$#UZ$

! U(8C-.&(

! ,))(4556"#"78197.*:580.1&/)'

! 6.0&)76"&X$690)76"&X$688076"&$

! .*:7819790)788>7/9)0&9">788>7D&*#/<0&
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Socket SSL

! (,)**- 6"#"@790)788>7==O=*.Y0)8

! ;8338*?1;;&$.-$6"#"790)7=*.Y0)

! .-46-4
T7 ==O=0&#0&=*.Y0)F".)*&'$88G$Z$

2==O=0&#0&=*.Y0)F".)*&'3==O=0&#0&=*.Y0)F".)*&'7+0)B0G"1>)23]

U7 =0&#0&=*.Y0)$88$Z$88G7.&0")0=0&#0&=*.Y0)2DNHQ3]

! (,1-$+
T7 ==O=*.Y0)F".)*&'$8G$Z$

2==O=*.Y0)F".)*&'3==O=*.Y0)F".)*&'7+0)B0G"1>)23]

U7 =*.Y0)$8$Z$8G7.&0")0=*.Y0)2dN=QX$DNHQ3]
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Socket SSL

! C-*+1"$-'3-1'%-4+191%)+1

! 08()-(&$1?$;&(C&($,)1$*822-1$.-$*:-1C-$&.$,)$*&(3-'-*138$1,38'-(=138

! Y0')**>$M+09C0'$M">/"8$*-46-4H,1)* M#$MY0'->+$H=-$MY0'8)*&0$780&#0&C0'8)*&0

! 08()-(&$1?$*?-&)3$,)$*&(3-'-*138$.&?$;&(C&(

! Y0')**>$M0@(*&)$M">/"8$*-46-4H,1)* MG/>0$80&#0&%0&)7.0&

! Y0')**>$M/:(*&)$M">/"8$80&#0&->/"8$MG/>0$80&#0&%0&)7.0&$MY0'8)*&0$7.>/09)C0'8)*&0

! 72&*-'-*1(&$*:&$-?$*&(3-'-*138$V$'-.138

" F(,;3&.$*&(3-'-*13-8)$1,3:8(-3B$2&($-=28;319-8)-$2(&.&'-)-31$;31))8$)&?$W&B;38(&$
r!H?adNA?5>/S580.1&/)'5.".0&)8

" J)$3(,;3&.$W&B$;38(&$2,o$&;;&(&$;2&*-'-*138$2&($=&998$.&??1$2(82(-&3l$
6"#"@790)788>7)&18)=)*&0
HC&.-$&;&=2-8$2(8ED$21>DI
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Socket SSL

! 0*-%#81"$-

! 7&(C&(

! 6"#"$MB6"#"@790)788>7Y0'=)*&0Z780&#0&C0'8)*&0$
MB6"#"@790)788>7Y0'=)*&0D"88R*&<Z("88R*&<$=0&#0&

! "?-&)3

! 6"#"$MB6"#"@790)788>7)&18)=)*&0Z7.>/09)C0'8)*&0$%>/09)
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Uso di HTTPS

! %>"88/4$6"#"790)7JHO

! =0&#0&
! !"#$%&$''($)$#*+"%*,$!$-$&.$

! %>/09)

! ?#&%/'

! W=X2N&#282/-O2W=X<!)((.;Y++OOO9V-&';'$/96%*+0@

! \1GG0&0<H0"<0&$/9$Z$90R$\1GG0&0<H0"<0&21&>7*(09=)&0":233]

! ,-++#4)'"41-$+)+)'),,)',1$-)

! 3;!#(.,"'1%71+'(.#"'1&%1CDE1%*1;#&#1/:'1!#((,1."#$,"'17'1/7,((%100E

! -=28;31(&$?1$2(82(-&3l 6"#"7(&*)*.*>7,"9<>0&7(Y+8$Z$.*:7819790)788>

" .00+.99%2[)gB

" 1$2(8>(1==1/$='8)0:780)D&*(0&)'2$)7-X$6),#-3


